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Defender Blue 2025 (DB25)
Online Training Course

Teams Roles and Responsibilities-

Technicalities

Advancing Cyber Deterrence & Resilience Through Specialized Training

Dates of Training program: 17 to 24 November 2025

Training Course aligned to a six-module structure (not by day) and embeds hands-on labs using Splunk
and Microsoft Sentinel.



Training Design (What You’ll Do)

e Days 1—4 (17—20 Nov): Instructor-guided, hands-on labs and practical exercises in a
live cyber-range.

e Day 5 (21 Nov): “Live-fire” challenge scenarios with structured evaluation and
feedback.

o Capstone (24 Nov): Game-Based Training with instructor-mentored sessions (two
periods), consolidating skills and measuring progress.

General Overview

Defender Blue 2025 is a remote, instructor-led cyber defence training for Blue Teams (BTs). It
combines theoretical knowledge, hands-on technical drills, live adversary simulations, and a
game-based capstone to strengthen detection, response, and recovery capabilities.

e Modality: Online (remote)
e Primary audience: SOC-enabled entities with high real-time cyber defence needs
e Capacity: Up to eight (8) Blue Teams; 6—10 members per BT
o Language: English (no translation provided)
Modality

e Format: Instructor-led, remote/online training with live cyber-range exercises.
e Primary audience: SOC-enabled organisations with real-time cyber defence needs; Blue Teams of 6—
10 members.

Outcomes: threat-informed detection engineering, faster investigation/response, and resilient
operations



Team Roles & Responsibilities

Blue Teams (Participants)

Defend a pre-built, HQ-style enterprise network in the cyber range against realistic Red Team
campaigns. Objectives include maintaining confidentiality, integrity, and availability
(CIA) of services and communications & information systems (CIS), and sustaining mission
operations under attack. BTs participate from their own facilities; no travel is required.

White Team (WT) — provided by FP

Designs objectives and scenarios; controls exercise execution and phases; oversees
scoring/assessments; ensures fair play and learning outcomes.

Red Team (RT) — provided by FP

Acts as instructors throughout and as adversaries during the challenge day. Plans and executes
attack chains; mentors BTs on detection and response.

Green Team (GT) — provided by FP

Plans, builds, and operates the cyber-range infrastructure; provisions BT environments;
implements monitoring, logging, and automated scoring.

Learning Objectives

By the end of DB25, participants will be able to:

e Monitor CIS and identify cyber-attacks using recognised frameworks such as MITRE
ATT&CK.

Apply advanced detection & response techniques across multiple attack stages.
Strengthen collaboration, comms, and decision-making within the BT.

Execute and evaluate playbooks across diverse attack use cases.

Adopt up-to-date best practices in cyber defence and blue-team tradecratft.



Technical & Participation Requirements

Connectivity: Reliable internet; ability to access external VPN and web-based tools.

Note: Focal Point and Strategy International Do not take responsibility for non-
capable complete use of internet connection.

e Workstation: Modern laptop/desktop (8 GB+ RAM recommended); up-to-date
browser; admin rights or local IT support for client installs (VPN/agent).

o Network: Ability to allowlist exercise IPs/domains/ports as per joining instructions.

e A/V:Microphone and headset; camera recommended for team coordination.

e Environment: Quiet location suitable for sustained operations and team comms.

Assessment, Reporting & Certification

e Automated & controller scoring mapped to scenario objectives and ATT&CK
coverage.

e Performance report per BT, including strengths, gaps, and targeted
recommendations.

o After-Action Review (AAR) and facilitated feedback session post-exercise.

o Certificates of participation for attendees who complete core training and capstone.
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