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Advancing Cyber Deterrence & Resilience Through Specialized Training
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Military-Grade Cyber Enduring Resilience

not just another cybersecurity provider 

not just another cybersecurity training program

comprehensive strategy, aligned with the principles of 
national defense and operational readiness

cyber defence ecosystem



ekyriak@focalpoint-sprl.be
Tuesday, September 16, 

2025
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Element Description

ISO 29993 Compliance Align training quality with international education standards

Third-Party Certification Provide certificates issued in partnership with reputable bodies 

Real-World Relevance Use real cyber threats, environments, and missions

Trainer Credibility Real-world operational background (SOC, Red Team, Defense, etc.)

Hands-On Labs (70%+) Training must be practical, using tools, simulations, and decision-making exercises

Structured Learning Path Clear skill progression mapped to standards like MITRE ATT@CK

Post-Training Value Offer access to labs, community, threat feeds, or challenges after training ends

Client Impact Cases Publish success stories, testimonials, or KPIs proving the training’s impact

Sector-Specific Customization Tailor trainings to the client’s industry, infrastructure, and regulatory environment

Public or Academic Recognition Endorsements, MoUs, or cooperation with known public bodies or universities

Professional Branding & UX Use sleek visuals, strong documentation, and high-quality certificates

What Makes FP Cyber Training Credible & Respected 
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Aim

To provide a unique, scalable training experience where Blue 
Teams learn the latest attacker tradecraft and practice advanced 
defence tactics, techniques, and procedures (TTPs) using a 
distributed cyber range. The training incrementally builds 
individual and team skills that can be applied immediately at 
tactical, operational, and strategic levels
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Training

(Defender Series)

Networking

(Alumni)

Advising

(SAB)

R&D 

(incl AI)

Cyber Defence Ecosystem



6

Military 
Defence 

Philosophy

• real-world sim 
exercises

• preemptive attack 
strategies

• rapid response drills

Cyber 
Fighters

• not IT professionals

• combat-readiness 
mindset 

Mission-
Critical 

Thinking

• act decisively under 
pressure

• eliminate response 
delays

Instructors 
vs 

Educators

• battle-tested 
professionals 

• NATO approved

Military-Grade Operational 
Readiness Mindset
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35%

25%

20%

10%
10%

Phishing
Ransomware
Malware
DDoS Attacks
Data Breaches

Typical threat type distribution
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In your resilience making efforts, we bring you the level of 
required national defense in the cyber domain ecosystem  

Tuesday, September 16, 2025 ekyriak@focalpoint-sprl.be

Strategic Advisory Board 

High-Ranking Military & National Security Experts

Leadership You Can Trust 

Strategy Beyond IT 

Cyber operations integrated into wider defence strategies
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Tailored to  
your needs

Foreign 
adversary 

tactics

‘Live-Fire’ 
Attack 

Simulations 

Purple Team 
Collaboration 

Training 

Custom Cyber Ranges

Develop, Customize, Deploy CR Simulating Real Nation – State Attacks



10

Exclusive 
Membership 

Access 

Real-Time 
Threat 

Intelligence 
Sharing 

Cyber 
Resilience 

Knowledge 
Exchange 

Community of Elite Cyber Defenders
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Analyst-
Assisting AI 

AI-Powered 
Threat Modeling 

Continuous 
AI 

Innovation 

Tuesday, September 16, 2025 ekyriak@focalpoint-sprl.be

Artificial Intelligence (AI) Integration in Training
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Comprehensive Cyber Security Ecosystem

From Standard Training to Continuous Operational Readiness

From One-Off Sessions to a Continuous Security Evolution

From Theoretical Learning to Real-World Tactical Execution

From Generic Simulations to Custom-Built, Tailored Environments

From Individual Learning to a Cybersecurity Community of Excellence

From Traditional Training to Innovative Decision-Making Simulations

From Standard Tools to AI-Enhanced, Future-Proof Cyber Training
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Overview 

A remote, instructor led cyber defence training for Blue Teams (BTs)

It combines theoretical knowledge, hands on technical drills, live adversary 
simulations, and a game-based capstone to strengthen detection, 
response, and recovery capabilities

Modality: Online (remote)

Primary audience: SOC enabled organizations with high real time cyber 
defence needs

Capacity: Up to eight (8) Blue Teams; 6–10 members per BT

Language: English (no translation provided)
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Learning Objectives 

By the end of DB25, participants will be able to:

Monitor CIS and identify cyber attacks using recognized frameworks such 
as MITRE ATT&CK

Apply advanced detection & response techniques across multiple attack 
stages 

Strengthen collaboration, comms, and decision making within the BT

Execute and evaluate playbooks across diverse attack use cases

Adopt up to date best practices in cyber defence and blue team tradecraft
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Core training: Monday 17 – Friday 21 November 2025, 09:00–18:00 CET 
(UTC+1) each day (includes lunch/coffee breaks)

Game Based Training day (capstone): Monday 24 November 2025, split 
into 09:00–13:30 and 14:00–18:30 CET (UTC+1) (includes coffee breaks)

A detailed Schedule of Events (SoE), administrative details, environment 
guidelines, and joining instructions will be issued well in advance for 
preparation and familiarization

Schedule
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Training Design (What You’ll Do) 

Days 1–4 (17–20 Nov): 

Instructor guided, hands on labs and practical exercises in a live cyber 
range

Day 5 (21 Nov): 

“Live fire” challenge scenarios with structured evaluation and feedback

Capstone (24 Nov): 

Game Based Training with instructor mentored sessions (two periods), 
consolidating skills and measuring progress
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Connectivity: 

Reliable internet connection

Ability to access external VPN and web-based tools

Workstation:

Modern laptop/desktop (8 GB+ RAM recommended)

Up to date browser

Admin rights or local IT support for client installs (VPN/agent)

Network:

Ability to allowlist exercise IPs/domains/ports as per joining instructions

A/V:

 Microphone and headset

Camera recommended for team coordination

Environment: 

Quiet location suitable for sustained operations and team comms

Technical & Participation Requirements
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Assessment, Reporting & Certification 

Automated & controller scoring mapped to scenario objectives and 
ATT&CK coverage

Performance report per BT, including strengths, gaps, and targeted 
recommendations

After Action Review (AAR) and facilitated feedback session post exercise

Certificates of participation for attendees who complete core training and 
capstone
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Registration and Points of Contact (POC)

Deadline:

No later than Sunday, 2 November 2025 (23:59 CET)

How to apply: 

Email the completed Registration Form (see Annex) to the contacts below

Confirmation: 

Selected teams will receive joining instructions and the SoE pack

POC:

SI (registration):

FP Training Coordinator: 

Christos GRIGORIADIS — +30 695 510 2514 — cgrigor@focalpoint-sprl.be

Billing details, pricing, and cancellation policy are available on request

mailto:cgrigor@focalpoint-sprl.be
mailto:cgrigor@focalpoint-sprl.be
mailto:cgrigor@focalpoint-sprl.be
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DB25 Analytical Syllabus – Modular Edition

Module 1 — Threat Landscape, Targeted Intelligence & Scenario Design

Module 2 — Phishing in Modern Threat Landscapes + Malware Triage & 
Analysis

Module 3 — Establishing Foothold: Advanced Web Attacks & Detection

Module 4 — Linux for Blue Teams: Logging, Persistence, Containers & 
Privilege Escalation

Module 5 — Credential Access, Lateral Movement & Internal Reconnaissance

Module 6 — Hybrid Attacks on ICS & Enterprise Infrastructures (Modbus 
Focus)
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