
Defender Blue 2025 (DB25)

Online Training Course 

Modular Information

Advancing Cyber Deterrence & Resilience Through Specialized Training

A closed session under Chatham House rules event

Dates of Training program: 17 to 24 November 2025

Training Course aligned to a six-module structure (not by day) and embeds hands-on labs 
using Splunk and Microsoft Sentinel.
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Marketing copyright tools by 
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Cyprus copyrights are governed by the Copyright Section of the Department of the 
Registrar of Companies and Official Receiver. 

The governing laws are: N.63/77, N.18(I)/93, N.54(I)/99, N.12 (I)/2001, N.128 (I)/2002, 
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This publication is for information only. It is the exclusive property, including copyrights 
of all intellectual property of Focal Point, Marketed by Strategy International (SI) Ltd. 

This publication in its complete form, or any parts of it, may not be reproduced, 
duplicated, copied, sold, resold, visited, or otherwise exploited for any commercial 
purpose. For all purposes, there is a need for a first written consent of the creator Focal 
Point and its contractor and legal representative for the training solely, Strategy 
International (SI) Ltd.

SI trademark(s) may not be used in connection with any product or service and 
publication that has not been given any prior written consent first. 
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Tooling Workshops (Cross-Module)

To ensure consistent execution across modules, the programme includes short, incremental 
tooling workshops that introduce or refresh Splunk and Microsoft Sentinel skills. Each module’s 
lab explicitly notes how to complete tasks in both tools (queries, dashboards, detections, 
automations).

 Splunk On-Ramp: data onboarding, CIM awareness, SPL essentials (stats, timechart, join), 
detection save-as alert, notable event triage.

 Microsoft Sentinel On-Ramp: data connectors, KQL essentials (summarize, union, joins), 
analytics rules & hunting queries, incidents & automation (Logic Apps).
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Aim

Provide a unique, scalable training experience where Blue Teams learn the latest attacker 
tradecraft and practise advanced defence tactics, techniques, and procedures (TTPs) 
using a distributed cyber-range. The training incrementally builds individual and team 
skills that can be applied immediately at tactical, operational, and strategic levels.

Dates & Daily Schedule

 Core training: Monday 17 – Friday 21 November 2025, 09:00–18:00 
CET (UTC+1) each day (includes breaks)


 Game-Based Training day (capstone): Monday 24 November 2025, 

split into 09:00–13:30 and 14:00–18:30 CET (UTC+1) 
 (includes breaks)

A detailed Schedule of Events (SoE), administrative details, environment guidelines, and 
joining instructions is issued below (for preparation and familiarization).
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Modular Course information:

Module 1 — Threat Landscape, Targeted Intelligence & Scenario Design
Intent: build a threat-led foundation that flows into targeted scenarios and ATT&CK-mapped 
detections.

Session Map

1. Sessions 1–3: Threat Landscape — Sources & Collection; Processing; Analysis and Threat 
Actors; Analysis & Production; MITRE ATT&CK; Intelligence Management.

2. Sessions 4–5: Targeted Intelligence — Passive vs Active; Useful Data Types; OSINT tools & 
techniques; Managing data; Reporting.

3. Session 6: Scenarios — Define objectives; Select threat actors; Develop scenario narrative; 
Map out attack path.

Hands-on Labs / Exercises

 Build a lightweight Threat Intelligence Requirements (TIR) sheet and an ATT&CK coverage 
snapshot for your environment.

 OSINT lab: collect, tag, and triage open sources; transform into actionable intel notes.
 Scenario design mini-sprint: pick a threat actor, write objectives, draft an attack path, and 

map detections.

Assessment & Evidence

 Artefacts: TIR sheet, ATT&CK map, scenario brief with attack path and key detection points.
 Readiness metric: initial detection backlog derived from threat scenarios.
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Module 2 — Phishing in Modern Threat Landscapes + Malware Triage & 
Analysis
Intent: master end-to-end email threat handling—from recognition and analysis to automated 
response—and perform first-line malware triage.

Key Topics

 Understanding phishing: techniques, consequences, technical anatomy of phishing 
campaigns.

 Attack types by actor objectives; advanced indicators (behavioural cues, lookalike domains, 
typosquatting).

 Evidence review: email headers, hyperlinks/URLs, attachments/payloads; automation 
patterns in SOC workflows.

 Tools & techniques: header analysis, URL detonation/safe preview, payload static/dynamic 
checks, case enrichment.

 Response & mitigation: SOC workflows, incident response playbook, proactive measures 
(hardening & awareness).

 Malware triage & analysis: methodology, core concepts, static vs dynamic analysis, triage 
checklist, next steps.

Hands-on Labs / Exercises

 Splunk/Sentinel lab: parse and inspect email headers, identify anomalies, and pivot from 
indicators to related activity.

 URL & attachment analysis: sandbox/detonation report interpretation; triage classification 
and confidence scoring.

 Playbook run-through: from alert → case → containment tasks → user comms → reporting 
template.

Assessment & Evidence

 Artefacts: phishing IR playbook, triage checklist, sample reports, and detection rules/queries 
for suspicious headers, URLs, and payloads.

 Readiness metric: mean-time-to-triage (MTTT) and false-positive handling notes.
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Module 3 — Establishing Foothold: Advanced Web Attacks & Detection
Intent: detect, investigate, and contain post-exploitation web-layer footholds using application 
and proxy logs.

Key Topics

 Quick refresher: URL components, HTTP semantics, typical log fields (app/proxy/WAF) and 
parsing basics.

 Advanced web attacks: deserialization, IDOR, HTTP smuggling, SSRF, and related exploit 
chains.

Hands-on Labs / Exercises

 Log analysis labs: craft SPL/KQL to detect suspicious request patterns, parameter tampering, 
deserialization artefacts, and SSRF indicators.

 Case study: trace a foothold from first request to persistence attempt; confirm via multiple 
telemetry sources.

Assessment & Evidence

 Artefacts: saved searches/analytics rules, runbook entries for common web attacks, and a 
mini knowledge base of false-positive patterns.
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Module 4 — Linux for Blue Teams: Logging, Persistence, Containers & 
Privilege Escalation
Intent: improve Linux visibility and response across host, container, and privilege boundaries.

Key Topics

 Linux introduction: OS basics and logging (journald/syslog, auth logs, auditd).
 Persistence techniques: scheduled tasks/cron/systemd timers, account manipulation, hijack 

execution flow, and more.
 Docker introduction: blue-team perspectives on namespaces, images, runtime, and audit 

points.
 Privilege escalation: Docker (nsenter), sudo abuse/misconfig, shared objects, and common 

privesc paths.

Hands-on Labs / Exercises

 Persistence hunting: develop detections for new timers/services, suspicious shell profiles, 
and modified binaries.

 Container awareness: detect escape attempts and misuse of Docker features; correlate 
host-container telemetry.

 Privilege escalation lab: trace an escalation chain and produce containment actions and 
detections.

Assessment & Evidence

 Artefacts: Linux logging guide, detection queries, and privesc/persistence response 
runbooks.
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Module 5 — Credential Access, Lateral Movement & Internal 
Reconnaissance
Intent: detect and disrupt credential access and lateral movement while exposing adversary 
discovery methods across endpoint, network, and Active Directory.

Credential Access — ATT&CK Mapping

 OS Credential Dumping (ATT&CK T1003.*): LSASS memory, Security Account Manager 
(SAM), NTDS, LSA Secrets, Cached Domain Credentials, DCSync, /proc filesystem, 
/etc/passwd & /etc/shadow.

Internal Recon & Discovery — Topic Map

 Why internal recon matters; categories of discovery methods.
 Endpoint discovery: process/service enumeration, system info, local account enumeration, 

installed software & persistence mechanisms, file/directory discovery.
 Network discovery: host discovery, netstat/active connections, SMB enumeration.
 Active Directory discovery: user/group enumeration, AD object enumeration.

Detection Opportunities & Telemetry

 Important telemetry: EDR, Windows event logs (including security/auditing), Linux audit 
logs, NetFlow/PCAP, AD logs, honeypots & deception techniques.

 Analyst playbook: queries, enrichment, containment; opportunities for early disruption of 
recon and lateral movement.

Hands-on Labs / Exercises

 Detection engineering: create analytics for LSASS access, SAM/NTDS exfil paths, DCSync 
patterns, and suspicious service creations.

 Recon lab: build detections for AD enumeration and SMB discovery; validate against 
simulated activity.

Assessment & Evidence

 Artefacts: credential-access and recon detection packs; lateral movement playbook; 
telemetry coverage checklist.
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Module 6 — Hybrid Attacks on ICS & Enterprise Infrastructures (Modbus 
Focus)
Intent: understand how enterprise intrusions pivot into industrial environments and how to 
detect/validate malicious Modbus activity.

Key Topics

 ICS/OT & enterprise convergence; common pivot paths and blast radius.
 Modbus primer: coils, registers, function codes; enumeration and typical misuse patterns.

Workshops & Labs

 Workshop 1: Environment setup and sensor/log visibility.
 Workshop 2: Inspecting traffic and identifying anomalous function code usage.
 Lab: Detecting injected commands and producing actionable detections.

Assessment & Evidence

 Artefacts: Modbus detection queries/playbook, annotated traffic captures, and containment 
recommendations.

Assessment, Reporting & Certification

 Automated and controller-driven scoring mapped to scenario objectives and ATT&CK 
coverage.

 Performance report per Blue Team with strengths, gaps, and targeted recommendations.
 Facilitated After-Action Review (AAR) and participation certificates (subject to completion 

criteria).

Participant Deliverables & Artefacts

 ATT&CK coverage map & detection backlog (living document).
 Playbooks/runbooks refined per module (phishing, web, Linux, credential access/recon, ICS).
 Incident timelines and decision logs from labs and workshops.
 Team performance dashboard and improvement plan.
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Participation & Technical Requirements (Summary)

 Connectivity: reliable internet; ability to access an external VPN and web tools.
 Workstation: modern laptop/desktop (8 GB+ RAM recommended), updated browser, and 

admin rights or IT support for client installs (VPN/agent).
 Network: ability to allowlist exercise IPs/domains/ports as per joining instructions.
 A/V: microphone and headset; camera recommended for team coordination.
 Environment: quiet location suitable for sustained operations and team comms.

Team Roles & Responsibilities (Exercise Control)

 Blue Teams: defend the enterprise range; maintain CIA of services; sustain mission 
operations under attack.

 White Team: design scenarios, control execution, oversee scoring and learning outcomes.
 Red Team: act as instructors/adversaries; plan and execute attack chains; mentor 

detection/response.
 Green Team: operate the cyber-range; provision environments; implement 

monitoring/logging and automated scoring.

Executive Value Mapping (Why This Matters)

 Protect operations and revenue by shortening time-to-detect and time-to-respond across 
the kill chain.

 Workforce development: build specialised Red/Blue/Purple skills; convert tools into 
outcomes.

 From monitoring to disruption: proactive detection engineering and incident response.
 Outcome metrics: uptime preserved, faster recovery readiness, reduced risk to 

reputation/compliance.
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Who are we: 

Focal Point (FP) is a trusted partner specializing in the design and delivery of cyber 
training programs of specialty. Established in Belgium since 2012 it includes, Certified 
cybersecurity specialists with many years of experience in NATO Best Practices, 
Techniques and Tactics, Consulting NATO Computer Incident Response Capability 
(NCIRC) for more than 8 years, Focusing on Cybersecurity and Cyber Risk Management 
Services and Assessments, Cyber Defense Exercises and Training, as well as Research 
& Innovation Initiatives. With an ISO 29993 for Quality requirements for learning services 
outside formal education, such as corporate training and professional development. It 
ensures transparency, consistency, and effectiveness in the design, delivery, and 
evaluation of learning programs. You may visit for more information:   https://focalpoint-  
sprl.be 

Strategy International (SI) is a two pillar approach think tank and consulting company 
based  in  Cyprus.  Strategy  International  provides  risk  analyses  and  assessments, 
collaborates with leading institutions and institutes, engages in networking events and 
creates events related to market professional and scientific awareness. In addition, SI also 
provides support with regards to public affairs, scientific and development process and 
project management and training, through our numerous engagements/ interactions with 
national and international experts in their respective fields. It is also a place for network 
and policy creativity. We are pioneering new and innovative ideas with the end goal of 
generating positive results and outcomes in policies and practices. You may visit more on 
www.strategyinternational.org 
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